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1.
Introduction
The Tao Yuan Clinic Management System (TYCMS) is the product of a joint project between the Hong Kong Medical Association (HKMA) and the Information & Software Industry Association (ISIA), and is sponsored by the Office of the Government Chief Information Officer (OGCIO).
1.1
Purpose

The purpose of this project is to build an open source solution to encourage more Private Medical Practitioners (PMP) to use computer software systems to enhance their efficiency and accuracy in the clinic operations.  Such open source solution may also encourage more Information Technology (IT) service or solution providers to provide better support to these clinics that may expedite other clinics to adopt the system.
1.2
Project Scope & System Features

The TYCMS will possess the following characteristics:

1) An open source system, so that any interested parties can provide maintenance service and/ or introduce enhancement in future without locking the development.
2) A java or open programming language application to provide cross platform functionality.
3) Standardized according to the e-Health Consortium.
4) Possible storage of lab reports in digital form.

5) To pave way for communication with the Electronic Patient Record (ePR) of the Hospital Authority and the Communicable Diseases Information Systems (CDIS) in near future.
6) Client - Server based (can run locally inside the clinic).
7) In a way that both the front-end (e.g. the graphic user interface platform) and back-end (e.g. the data structure) of the system are similar to those adopted by the Hospital Authority.

8) With an e-learning tool kit for self pace learning on how to use the software.

Please refer to the Project Plan – Sector Specific Programme 2006-07 for the Medical & Health Sector for the required system features.

1.3
References

1. The Project Plan – Sector Specific Programme 2006-07 for the Medical & Health Sector.
2. The TaoYuen Project - Disease Classification in our future CMS 3.0.
2.
Overview
The Tao Yuan Clinic Management System (TYCMS) is a new and open system for the use of PMPs with the potential to be served by many IT service providers.
2.1
Requirements Outline
The software solution has to satisfy growing demand for its core operational processes and future expansion to accommodate more functions including interfacing to the ePR and CDIS in the future. Briefly, the system is to have the following main functions:

· Patient Indexing
· Operation Manager
· Drug Dispensary Management
· Reports
· System Configuration
· Basic Accounting Functions
· Interfaces to External Healthcare Software Systems
· Data Backup & Recovery
2.2
User Classes and Characteristics

The users of the system include the nurse and the doctor in the clinic, accountant or bookkeeper for the accounting functions, and the system administrator to housekeep and support the whole software system.  If desirable, the nurses can further be divided into nurse at reception, nurse for dispensary, and nurse assisting doctor.

2.3
Operating Environment

The system is an open source software system that is to be used on different Operating System (OS) platforms including Microsoft Windows, Linux, and hopefully Apple Macintosh.  Depending on the open source technology used, various system software modules should be installed – such as the Java virtual machine, its system libraries, web server (e.g. Apache), application server (e.g. Jboss), script interpreter (e.g. php), and so on.

2.4
Constraints

The system must be designed, developed, and delivered by end of 2008 under an open source licensing agreement.

2.5
User Documents

The documents for the system will include:

· User Manual
· System Administration Manual
· E-learning Tool Kit
2.6
Assumptions and Dependencies

None.

3.
Functional Requirements

3.1
Patient Indexing

When patients come to register for medical consultation, the patient record could be found easily, and patient details such as medical history and prescription history can be displayed instantly.

3.2
Patient Registration

The system shall be able to register a patient with unique personal identification (e.g. using HK ID number, name, sex, and age) and personal details.  With the provision for non-HK residents, the system should be able to identify a patient using a Passport Number or a Permit Number for Travelling to and from Hong Kong and Macau (usually called Two-Way Permit) from mainland.  However, in view of personal data security and privacy, the patient ID field may not contain the whole ID code or even encrypted.  Hence, we would need a system assigned Patient Number.  If this number were assigned sequentially, it would give an indication on how many patients were registered within the system.

Create a new patient record: 
This function supports the creation of a new patient record.  This record will have the following fields:

Patient Number (Key for unique identification within the system)

Patient ID

Patient English Surname:
Mandatory for Official Documents

Patient English Name:

Mandatory for Official Documents

Patient Chinese Surname:
Must exist if English Surname is missing

Patient Chinese Name:
Must exist if English Surname is missing

Patient Alias

Patient Sex

Date of Birth:


For calculating the Age also

Address

Residence Tel

Mobile Tel

Fax Number

Email Address

Other personal data may include:

Type of Blood

Next of Kin (Parent / Guardian)

The following fields could be in multiple records:

Insurance Policy Number just for reference (never store credit card no.)

Family History / Alert / Caution / Highlight / Remarks / etc.

Responsible Doctor (this is for multiple doctors within one clinic) – if there is only one doctor within a clinic, the default will be that doctor’s number or the one specified here.

Registered Clinic (this is for multiple clinics scenario) – if there is only one clinic handled by the system, the default will be that clinic’s number.

Referred-By, and perhaps, other info about the referrer

Drug Allergy Section recording:

Drug Category

Drug Number

Drug Name

Contraindication

Remarks

Unicode is used to store all text fields so that Simplified Chinese data can be stored.

Edit an existing patient record: 
This function supports the modification of a patient record.

Search patient record: 

This function searches for a patient record using various criteria, e.g. using:

Patient Number

Patient ID

Patient English or Chinese Name (including surname)

Residence or Mobile Tel

Users can use wild card symbol * as prefix or suffix of the search key to speed up the search.  For instance, finding a patient with a name containing “WING” can be done by specifying “*WING*”; finding a patient with a name beginning with “WING” can use “WING*”; and finding a patient with a name ending with “WING” is done with “*WING”.

3.3
Waiting List

The system should be able to provide the support of the process called Operation Manager.  The waiting list is the first function to streamline the patient queuing process for medical consultation.  Different colour scheme for each queue is used to ease management.

Advanced appointment booking: 

This function allows an appointment booking using a calendar-look user interface.  The system uses a patient identifier for the booking.  The appointment can be changed easily to another time slot when necessary.  Nurses can search for a booking based on the time slot for a particular day or the patient identifier.

An optional feature can clarify the booking mechanism by specifying the holidays for the current year, and the working hours of the clinic.  Only the available time slots can be used for booking to prevent human mistakes.

Add patient record to the waiting list: 

When a patient arrives at the clinic, a simple click can change the booking into an entry in the appropriate waiting list with the actual arrival time.  If the patient did not book for a consultation, such walk-in entry can be added easily.

Manage the patients in queue
The system shall be able to manage the patients in queue.  For instance, another patient can be inserted into the queue with a few clicks.  Another example is to change the time slot for a patient in the queue to another time.
Separate queues for medical consultation & prescribing medication

The system shall support the workflow of different queues for different purpose, sickness or treatment with different responsible doctor.  Patients in one queue can be moved to any time slot of another queue easily.

3.4
Medical Records
The system shall provide automation to streamline medical records processing.
Record patient’s diagnosis and consultation information

The system shall provide recording features for patient’s diagnosis and other consultation information.

Permanent database

As a database (history, physical findings, medical procedures, diagnosis) with track-and-trace feature to prevent accidental deletion of old record.  One way is to keep the records for the current day in a transient mode so that their contents can be changed, if there is any typo or for whatever reasons.  Once a day is passed, the records will enter the permanent mode, and only under a strict authorization & authentication process that the record can be changed.  The system shall provide an audit trail for any manipulation of any field on the records according to the Electronic Transaction Ordinance.

Storage & retrieval of digital pictures such as those for dermatologists

Allow the storage of digital pictures, which will be particularly useful for dermatologists.  The system shall support the most popular picture formats, such as Jpeg, Gif & Tiff.
Storage & retrieval of radiological and endoscopic images

Ability to accept, store, and retrieve radiological and endoscopic images.  The professional format for such images is called DICOM.  However, as useful image viewers may need license fee and a lot of computer resources, a simplified version just showing the image in Jpeg, Gif or Tiff format could be sufficient.  A screen-capture & image-import function is needed.

Delete incorrect diagnosis record before medical consultation completion

Function only available before the completion of medical consultation.  

Choose a diagnosis from a pre-set list

The pre-set list could refer to the International Classification of Diseases (ICD) or the International Classification of Primary Care (ICPC) code for diagnosis by General Practitioners (in CSV format), and ICD-9-CM for Specialist Practitioners (in MS Word format).
Record some current personal data to help diagnosis (restricted access)

Body Temperature

Blood Pressure

Heart Rate

Respiratory Rate

Weight

Height

Waist Circumference

Head Circumference

Store laboratory reports using a flatbed scanner

The system could support capturing of laboratory reports.  Such reports could be in one of the following formats:

Image scanned in with a flatbed scanner

Manually typed in / extracted from email free text

Auto alert to recall patients when the time comes

When the nurse logs into the system, there is an auto alert to remind the nurse to recall patients to come back to the clinic.  There should be a list of patients so that the nurse can call them one by one.
Auto alert for reporting to health authorities

When many same diagnoses are recorded on the same day and exceeded a pre-set limit, an auto alert can speed up the reporting to the health authorities.  Such alert should include the current ones – the Tuberculosis Notification, the Notification of Infectious Diseases other than Tuberculosis specified, and the Report to Department of Health on Poisoning or Communicable Diseases other than those specified in the Quarantine and Prevention of Disease Ordinance.
Allow handwriting feature using a drawing pad

The system could support capturing of handwriting using a Tablet PC or drawing pad.

3.5
Prescription
The system shall support real-time visibility of prescription.

Add drugs to a prescription

The system shall support the drugs adding process to a prescription:
Drug’s Generic Name from another pre-set list, which could refer to the Compendium of Pharmaceutical Products of the Department of Health (DH).

Quantity & Unit or number of Days

Dispensary Details including Frequency T/D such as “once a day”
Dosage Q/T such as “one tablet each time”
Instruction such as “before meal”
Advisory such as “facial wash for ACNE”
The system can get last prescription entry to shorten input time.

Print drug labels

The system shall provide the drug label printing functions.  The drug label should contain:

Name & Tel of Clinic & responsible Doctor

Patient’s Name in English and / or Chinese

Drug’s Label Name (may be shorter than Drug’s Generic Name to fit the label)

Other information in the prescription

Other useful information such as the date-of-printing

The system shall allow Preview before actual printing.

Delete drugs from prescription before medical consultation completes

The system shall provide the delete drugs functions to correct prescription before consultation completes.

3.6
Standardized documents
The system shall support the printing, and storing for later edit or reference or email to other parties, of the standardized documents.
Issue receipts

The systems shall provide automation to issue receipts.  The receipt template should be pre-defined to decide which fields are included in a receipt.  Once consultation ends, the clinic can issue a receipt based on the medication and other services rendered.  Services other than consultation may include mini-operation, X-ray, Ultrasound, Lab Test, and so on.

Issue sick leave notes

The system shall provide issuing sick leave notes function.  There should be an editor to edit a standard template beforehand.  The system then inserts the contents into the fields specified in the template to print out the ultimate note.
Issue referral letters

The systems shall be able to print referral letters based on standard templates.  The record may contain comments on why such referral letter is needed.
Issue reply letters

The system shall base on standard templates to issue reply letters with comments on its reasons.
Issue recommendations for diagnostic procedures
The system shall issue recommendations for diagnostic procedures.  This could be based on standard templates or typed elsewhere.  In any case, the system should record such incidence, its reasons and comments.

Printing of prescription sheet for dispensing in community pharmacy
The system shall support printing of prescription sheet for dispensing in community pharmacy also based on standard templates.
3.7
Drug Dispensary Management
Display drug list
The system shall provide online display on drug list. The Drug List can be imported from an external source such as the Compendium of Pharmaceutical Products of the Department of Health (the fields are underlined below).  A live update mechanism can be set up to automatically update the current list when changes occurred in the master list.  The structure of this list is:

Drug Number

Drug’s Generic Name

Drug’s Label Name

HK Permit Number

Drug Category

Standard Quantity:
Can have one decimal point for liquid medicine

Unit:


Can be number of bottles for liquid medicine

Days

Freq (T/D)

Dosage (Q/T)

Instruction

Advisory

Active Ingredient

Note

Location

Supplier Name

Stock Quantity

Standard Cost

Average Cost

Price

Expiry Date

Reorder Level

Dangerous Drug (Y/N)

Cross allergy section, if applicable

Add new drugs to drug list
The system shall provide function to add new drugs to the drug list to serve the clinic needs.  These added drugs should not be overwritten by the newly imported list.
Delete drugs from drug list
The system shall support the deletion of drugs from the drug list.  Such deletion should also be done automatically if a new drug list is imported from time to time.
Cross alert of drug allergy

The system shall provide cross alert of drug allergy.  This is a correlation that one drug cannot be taken together with several other drugs.  Such relationship is stored separately in a database after the Drug List is established.
Drug inventory control
The system shall be able to provide the drug inventory control functions.  Other than the typical Stock In, Stock Out functions, we also need the Stock Take function (may use a barcode scanner) to update the Stock Quantity after physical count.  There should also be Stock and Cost Adjustment functions.
Dangerous drugs record 

The system shall be able to provide a complete dangerous drugs (DD) record.  This is to facilitate the reporting to the Department of Health on the DD consumption, inventory and expiry status.

3.8
Reports

The system shall supply the following reports with various selection criteria either to narrow down the scope of reporting (such as date-range) or to view the result from different perspectives (such as code-range).  Furthermore, an export to spreadsheet importable format such as Comma Separated Values (CSV) function shall be available for each report:
Review clinic income
The system shall be able to review clinic income based on fees charged recorded via the “Receipt” function.  The fees received may cover:

Consultation

Medication

Extended Medicine

Injection

Mini-operation

X-Ray

Ultrasound

Lab Test
Bill Item Statistics
The system shall be able to print Bill Item statistical reports.  Such analysis could be daily, monthly, quarterly, and yearly.

Report daily, monthly, quarterly, & yearly income
The system shall be able to print and display the reporting and analysis functions for daily and monthly income for each Clinic and each Doctor.  Such analysis should cover:


Cash income


Non-cash income (cheque or EPS)


Other amounts from Credit Card, Insurance or Healthcare Group


Drug Cost


Outsourced Service Cost


Other Costs


Net Income


Summary & Breakdown by Doctor and / or by Clinic

Accounts Receivable (AR) reports
The system shall be able to print accounts receivable aging reports for analysis.  The report should review the date of the transaction & the party concerned such as credit card & healthcare group, with aging analysis of 30 days, 60 days, 90 days, and beyond.  The patient’s name may be included to ease follow up actions.  Statements broken down by each credit card institute, insurance company & healthcare group can be printed for following up.  For AR reports of Drug Purchases, sorting by Purchase Order Number is desirable.

Accounts Payable (AP) reports
The system shall be able to print accounts payable aging reports for analysis.  The report should again review the date of transaction & the party involved, such as the drug supplier, outsourced service provider, & perhaps other suppliers such as the equipment supplier, rent & rate, or utilities, and so on.  Summary reports by each supplier can be printed as reference.

Expenses Statistics
This is used for analysis of both medical and non-medical related expenses.  

Payment Adjustment logs
The system shall be able to log any adjustment to the payment adjustment for the Cash Book, AP and AR Accounts for auditing.

Reports for Drug Inventory & Replenishment
The system shall be able to print reports for managing the drug inventory.  These should include:

· Drug Supplier List that groups all the drugs supplied by certain suppliers and results sorted by Supplier Name.

· Drug Purchase List with Purchase Order (PO) Number as key reference.

· Drug Consumption Reports to report on dispensed drugs.  Annual analysis report can be used to analyse the drug consumption by each month.

· Drug Expiry Alert Reports to report on expired or expected to expire drugs with a date-of-expiry with respect to the report date.

· A Drug Consumption Detail report can be designed to review the inventory movement of each drug.  Such report shall show the purchase (with PO no. as reference) of a drug on a certain day, the consultations (with consultation no. as reference) that dispensed certain quantities, the expiratory voucher (if any) that wrote-off certain quantity.

· Logs for Stock Take, Stock and Cost Adjustments for auditing

Dangerous drugs reports
The system shall be able to print reports for managing dangerous drugs.  This set of reports is similar to those for Drug Inventory with the focus on the Dangerous Drugs and the Patients who have taken them.

Diagnosis Statistics
The system shall be able to print Diagnosis statistical reports to report on the total number of patients having same diagnosis, or a combination of diagnoses, during a certain date-range, with or without details, and so on.

3.9
System Configuration

The system shall provide the followings:

Clinic information
The system shall be able to provide the clinic information:

Clinic Number

Clinic Name

Clinic Address

Clinic Tel

Clinic Fax

Clinic Email

Clinic Website

User information

There should be a Doctor database containing:

Doctor Number
Doctor Name

Doctor Mobile Tel

Doctor Email

Doctor Brief Profile / Specialty

System Access Code

Login Password

User Profile

Similarly, there should be a Nurse database containing:

Nurse Number
Nurse Name

Nurse Mobile Tel

Nurse Email

Nurse Brief Profile / Specialty

System Access Code

Login Password

User Profile

Other users are grouped under the User database with:

User Number
User Name

User Mobile Tel

Nurse Email

User Brief Profile / Specialty

System Access Code

Login Password

User Profile

User Profile Setup

The User Profile database defines the Authority Levels for each set of users:

Admin for system administration & support with the highest authorities;

Doctor_in_charge for accessing important information;

Doctor for accessing general information;

Nurse_in_charge for manipulation of important information including the accounting data;

Nurse for manipulation of general information.

Document printer setting
The system shall be able to set up various printer settings such as 
Length (of paper)

Width

Left Margin

Right Margin

Top Margin

Bottom Margin

Orientation

Drug label printer setting
The system shall be able to provide the drug label printing setting functions like the Document printer setting.
Change patient counter
The system shall be able to change the patient counter in auto-generation of Patient Number.

Diagnosis terms
The system shall be able to set, edit, delete, and print the diagnosis terms.  This list could adopt either ICD or ICPC codes from a set of master lists.  However, the clinic can shorten it to record the mostly used ones and can add when needed.  An automatic update (without affecting the current list) mechanism is needed when the master list is updated. 

Diagnosis Alert Limits
The system shall be able to change the alert limits for.

The Tuberculosis Notification 

The Notification of Infectious Diseases other than Tuberculosis

The Report to Department of Health on Poisoning or Communicable Diseases other than those specified in the Quarantine and Prevention of Disease Ordinance.
Dispensary remarks
The system shall be able to provide the dispensary remarks for Drug Labels.  Such remarks include: 

Frequency Master

Dosage Master

Instruction Master

Advisory Master

Drug Category Master
Document template setup
The system shall be able to set up various templates for:
Receipt

Drug Label

Sick Leave Note

Referral Letter

Reply Letter

Recommendation Letter

Prescription Form

Data Export setting
The system shall allow extracting certain field contents of a database to a spreadsheet importable format such as CSV.

Language setting
The system shall allow changing of the language setting of the menu wordings and field names from English to Chinese (Traditional) and vice versa.

Communication setting
The system shall allow changing of some communication parameters such as the timeout value for connecting a web service waiting for its output (in XML format or not), and so on.  For data security, the system shall maintain such parameters as the IP Address, Encryption / Decryption Protocol, etc.

Automatic Backup & Recovery
The system shall provide a backup & recovery mechanism to protect the data from accidental corruption.  The backup process is automatic and scheduled in the system administrative function.  There are many sophisticated solutions, but the simplest one is to use another hard disk to back up the whole system.

3.10
Basic Accounting Functions

The system shall provide the followings:

Account receivable and payable
The system shall be able to support account receivable and payable management.  Other than the reports described earlier, the actual settlements for both receivables and payables should be recorded & reported afterwards.

The system shall be able to provide the Supplier Information other than the Drug Suppliers.  This is to calculate the cost for various expenses, including the outsourced services, if any.  In case that one supplier may provide several services, such as a lab, the Service Information database using the service code as a key, with reference to the supplier, should be built.  

Both Drug & Non-Drug Purchase Orders (PO) could be handled here such that all the PO’s shall be Opened here, with details like the Purchase Items, Quantities, Expected Delivery Schedule, and so on.  The PO’s not paid will be regarded as Accounts Payable.  These PO’s will be closed once goods are received and payment is made.

Cashbook
The system shall be able to provide a cashbook function.  All the cash received from patients and petty cash payments will be recorded and reconciled each day before closing.
Trade discount card
The system shall be able to provide the trade discount card management functions.  At least the trade discount offering party details & offer shall be recorded.  This shall be used in the Receipt function for the consultation.
4.
Interface Requirements

4.1
User Interfaces

There are different user interfaces for:

· A nurse

· A medical doctor, i.e., PMP

· An accounting personnel

· A system administrator

· Web access so that PMPs can access the clinical information at home

4.2
Hardware Interfaces

The system shall be able to interface with:

· A flatbed scanner for scanning in hand-written records, drawings, lab reports or other paper form documents.

· A barcode scanner for drug inventory control.

· A drawing pad for free hand writing or drawing.

4.3
Software Interfaces

The system shall be able to provide an integrated solution to automate the data exchange with other Healthcare Systems, if authorized.  There is a dilemma in access control for these systems.  More & more systems are using two-factor authentication using a token or password extension generation such that the users need to enter a password extension randomly generated at the time of access.  Unless there is an agreed protocol with these systems, which needs software adoption at their end most of the time, the CMS software cannot access directly into them automatically.  The loosely coupled method is to have a web access icon built in the CMS so that when users need to access these systems, they just click on such icon and reach the website immediately, then get access with the multi-factor authentication gadgets.

Interface to electronic Health Record (eHR) system of Hospital Authority
The system shall be able to interact with the eHR system loosely coupled with website access for the time being, as the functional details are not available.
Interface to Communicable Disease Information System (CDIS) of health department
The system shall also be able to communicate with the CDIS loosely with website access as the current systems are still trial versions.
Interface to other healthcare software systems
The system shall have the provision to provide interface to other healthcare software systems including the Export Data function so that other parties could import the data to perform further processing, more sophisticated analysis, or report formatting.  There will be an option to allow making modifications to the default setting.
In accordance to the worldwide trend, such interfaces may use XML as a data exchange infrastructure.  In such cases, the system shall be able to process HL7 (a Healthcare-related Language) or its compatible standards.

4.4
Communication Interfaces

The system shall be accessible within a Local Area Network with multiple PC workstations.

The system can also connect to the Internet with data security features such as Virtual Private Network (VPN) for data exchange and other communications.

5.
Non-Functional Requirements

5.1
Performance Requirements

The system shall be able to support up to twenty people within a Local Area Network with a response time under one second.  The performance of the Internet connection cannot be guaranteed, but with a time-out mechanism.

5.2
Safety Requirements

There is no such requirement identified yet.

5.3
Security Requirements

At least secure all Internet Access or Data Exchange with the Secured Socket Layer (SSL).  For data protection & privacy issues, the system shall not store Credit Card Numbers of a Patient.  Furthermore, apply 128-bit Advanced Encryption Standard (AES), or equivalent, with Hash function to encrypt the whole database for better security.  Because the software caters for multiple users, the main cryptographic key for the database should be clinic-based, possibly to be generated randomly on new system installation. There should be a facility to backup this main key (e.g. on floppy disk) for safekeeping and for re-use on e.g. system re-install. The main key should be well protected within the software package to prevent unauthorized decryption and reading of the DB, and can be encrypted in turn by the administrator's/ users' login password.
5.4
Software Quality Attributes

The system shall be robust enough that an operational interrupt to the system shall not corrupt the database easily.  In case the database corrupts for some reason, the data could be recovered easily from the backup copy.
6.
Other Requirements

Since patients’ information is highly confidential, the system will be developed with special attention in terms of system encryption, data acquisition, data backup and recovery, as well as security.
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